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1. UFCOM Introduction

UFCOM(abbreviation of USB Flexible COM Port) is a brand new Virtual COM Port driver developed by Newland Auto-ID. We provide this
driver to our customer since year 2017. This driver works with our barcode scanner hardware; it enables bidirectional communication
between your Windows applications and our scanners. UFCOM works on Windows XP ~ Windows 10, x86 & x64 platforms, and their
Server counterparts.

UFCOM provides similar functionality as that of Windows stock usbser.sys and acts as a replacement for usbser.sys. UFCOM not only
fixes many ugly behaviors of usbser.sys, but also is much more feature-rich. Highlights of UFCOM are listed below:

1. Multiple barcode scanners support.

UFCOM works with many USB devices(e.g barcode scanners) at the same time, at least eight. Each scanner will get associated
with a separate Virtual COM Port device(VCOM) in your Windows system.

2. VCOM Lifemode.
By choosing a VCOM Lifemode, user can control whether the VCOM is still present after the scanner is unplugged from your
system. In many cases, we intend the VCOM to remain present after scanner is unplugged(accidentally or purposely), so that
when the scanner is plugged in again, the data flow resumes, and the application works smoothly — without experiencing

ineffective device handles in the midway.

3. Port number Bindmode.
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By choosing a Bindmode, user can decide whether VCOM port number association behavior is determined by scanner device-type
or by device-serial-number, or by USB port location.

4. Dynamic device display name.

In Windows Device Manager, VCOM device display-name dynamically reflects device working state. For example, a normal
working scanner will have [online] prefix, while an unplugged scanner will have [offline] prefix.

5. VCOM Settings UlI.

Check into Device Manager's VCOM device property dialog, there is a VCOM Settings Ul section, where users can conveniently
adjust various properties of VCOM devices, e.g., viewing and changing Lifemode, Bindmode and port number. From there, you can
even check USB link layer errors, view USB data flow statistics .

Some background information for our existing customers

Before UFCOM's debut, we used to provide two sets of Virtual COM Port drivers to our customers.

* A so-called USB Datapipe driver(legacy driver): You need this when scanner USB mode is set to "USB Datapipe" or
"comOcom virtual COM port".

e CDC Virtual COM driver: You need this when scanner USB mode is set to "USB-CDC" and you use it on Windows is 8.1 or
older Windows versions. This driver actually refers to Windows stock usbser.sys . This means, you will not be able to upgrade
this driver even if Microsoft has new fixes available for future Windows versions. For example, You can not use new
usbser.sys from Windows 10 onto your Windows 7 — unless you upgrade your whole system to Windows 10.

Now, UFCOM is a thorough replacement of the two. That is, whether you set your scanner USB mode to any one above, UFCOM
will create virtual COM ports for them.

UFCOM supports legacy Datapipe API, so legacy applications that use udp_op.dIl can work with UFCOM. But note: some older
applications may be buggy and newer version is required to work with UFCOM.

2. Virtual COM port management with UFCOM

2.1. UFCOM install and remove
[ Background information 1

For our customer to be bright on Windows system driver installation, I'd like to give some key introduction on this topic. "Driver
installation" actually consists of three steps.

1. Copy a driver package to a system folder called DriverStore. On Windows 7 and above, this folder is
C:\Windows\System32\DriverStore\FileRepository . A driver package typically contains file types of .inf, .sys and .cat ,
and possibly some dil and exe The inf file is the key, you can think of an inf file representing a driver package.

2. Windows searches for a driver package match for a detected device. It means, when the device(scanner) hardware is detected by
Windows, the device reports its hardware-id to Windows, Windows then searches all inf files inside DriverStore for matches. It is
possible to find multiple matches for a single hardware-id, but Windows at the same moment will pick only one to drive the device.
Normally, Windows will pick the best one, typically, the one with digital signature and with newer date.

3. Load the driver code(.sys) into memory and execute the code. From this time one, hardware starts to exchange data with
Windows.

When Windows has determined a driver match, this matching is recorded into registry, and stay there even if the device is unplugged. So,
when the device is plugged in a second time, Windows can skip the driver match step, and use the previously recorded one as driver to
load into memory. But if you Uninstall a device from Device Manager , the matching information is deleted from registry, so next time
device plugging-in will trigger driver package searching again.



[ UFCOM driver installation procedure ]

Since UFCOM 1.4.0, UFCOM installation package is presented as an msi file. You know that msi is the "standard" installation package
format for Windows defined by Microsoft.

User double clicks the msi file, answer Next several times and the driver package installation is done. Sign of success is: we see a
Completing the Device Driver Installation Wizard dialog with three green ticks.

If Windows prompts for reboot, do so to ensure installation completes.

Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

computer. If your device came with instructions
first.

The drivers were successfully installed on this computer! If a
device came with your software, you can now connect it to this

 please read them

Driver Name
 Newland (ufcom_usbd) (Nis_ufcom) USE .
v Newland (ufcom_vbus) (Nis_ufcom) NLS_...
v Newland (ufcom_voom) (is_ufcom) Parts

Status

Ready to use
Device Updated
Ready to use

Cancel

UFCOM driver package installation does the following works:

1. Extract inf-represented driver files to C: \Program Files\UFCOM ( for 64-bit Windows, C:\Program Files (x86)\UFCOM ).
2. Execute DPInst.exe, so that inf-represented driver files are further copied to DriverStore .
3. If Windows has existing devices that have been matched with UFCOM driver(e.g. already plugged in barcode scanners), these

devices will be updated to match UFCOM driver package(if it's a better match).
4. If some old driver files cannot be unloaded from memory(COM port being opened for example), let Windows prompt user to reboot

the whole system.

For first time installation, it does not matter you plug in scanner first or run installation package first. Both are OK.

We suggest you close all applications operating the scanner before running installation, this can reduce the chance you need to reboot

Windows.

Now plug in your USB scanner(if you have not done that), Windows now searches and loads driver for it. For first scanner plugged in, it
costs several to tens of seconds, depending on your Windows system performance.

To confirm that scanner is driven successfully by UFCOM, you can check it with Device Manager. In Device Manager, we actually see
two new devices for a physical scanner. One is the VCOM device, another is your real scanner device(or call it physical device).

VCOM device node

USB physical device node

S
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File Action View Help File Action View Help
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= Keyboards Generic USB Hub

151 Memory technology devices
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& Monitors
i Network adapters
Y3 Ports (COM 8LLPT)
["F [enline] Newland HR100 USE device (COM3) |
= Print queues
&} Processors

Intel(R] 8 Series/C220 Series USB EHCI #1 - 8C26

Intel(R] 8 Series/C220 Series USB EHCI #2 - 8C2D
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USB Composite Device

USB Root Hub

USB Root Hub

USE Root Hub (xHCI)
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If the scanner is unplugged, the physical device node will definitely disappear(unplugged state), but the VCOM device node does not
necessarily disappear. Whether VCOM should disappear is determined by VCOM Lifemode which you can control. VCOM Lifemode is
explained later.



[ Doing an upgrade install ]
Running a newer version of UFCOM msi will automatically remove existing older UFCOM version.

With a newer UFCOM version already installed, an older version will refuse to install itself. If you need older version explicitly, you have
to first remove older version manually.

[ Uninstalling UFCOM ]
From Control Panel(AppWiz.cpl), you can uninstall UFCOM driver package.

Find the entry with the name like UFCOM Driver 1.4.0 , double click it to uninstall.

= x
E) A + Control Panel » Programs b Programs and Features v & Search Programs and Features 0

Cantrol Panel Home .
Uninstall or change a program

View installed updates Te uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.

&) Turn Windows features on or
off

Organize ~ Uninstall  Change  Repair e @
Name ‘ Publisher Installed On ~ Size Version
| A EmEditor Professional (64-bit) Emurasoft, Inc. 2015-02-04 218ME 13.03
5] Microsoft Visual C+ + 2008 Redistribut... Microsoft Corporation  2014-04-12 1322MB  9.0.30720.6161
5] Microsoft Visual C++ 2008 Redistribut... Microsoft Corporation  2014-04-12 101MB  9.0.30729.4148
(S speedCommander 14 (x64) SWE Sven Ritter 2015-02-04 300MB 14507100
4" TortaiseSUN 1.9.2.26806 (64 bit) TortoiseSVN 2016-11-08 186MB  19.26806
[ # UFCOM Driver 140 Newland Auto-ID 2017-05-24 702MB_ 140
@ VMware Tools VMuware, Inc. 2014-04-12 G32ME 0611378637

Un-installation here means:

« UFCOM Driver package is removed from DriverStore .
¢ Device nodes previously driven by UFCOM will receive new driver matching, which may get a match of another driver or a stock
Windows driver.

[ Manually choosing a driver package for USB device ]

If for any reason you need to go back to the old Datapipe driver, or Windows stock driver, you don't have to uninstall UFCOM package,
because there is a simpler way provided by Windows itself.

Use Windows 10 as example, do it as follows:

Find the physical device node in Device Manager(NOT the VCOM node), open its properties, click Update Driver.

=4 Device Manager
File  Action VWiew Help
e mEIHD 8 F&S

&> Storage controllers

Newland HR100 USE device (UFCOM] Properties X
[ system devices

g Universal Image Mounter

“ B Universal Serial Bus controllers
i Etron USE 3.0 eXtensible Host Controller - 1.0 (M Newland HR100 USE device (UFCOM)
§ Generic SuperSpeed USB Hub
§ Generic USB Hub

| § Newland HR100 USE device (UFCOM) |

§ Standard Enhanced PClto USE Host Controller Driver Date 20170208
a Standard Enhanced PCl te USB Host Controller Driver Version 1070
§ Standard Enhanced PCl to USB Host Controller Digital Signer Fujian Newland Auto-ID Tech. Co., Lid
a Standard OpenHCD USB Host Controller
a Standard OpenHCD USE Host Controller
a Standard OpenHCD USE Host Controller
a Standard OpenHCD USE Host Controller
i USB Composite Device To update the driver software for this device.
§ USB Root Hub
§ USE Root Hub
§ USB Root Hub
§ USB Root Hub Diszble Disables the selected device
§ USB Root Hub
§ USB Root Hub
§ USE Root Hub
§ USB Root Hub (xHCI)

General Dnver Detals Events

Driver Provider: Newland (ufcom_usbd)

Driver Details To view details about the driverfiles.

. If the device fails after updating the driver, rol
L7 ITEE D back to the previously installed driver.

LUninstall To uninstall the driver {Advanced).

OK Cancel

Browse my computer for driver software. Let me pick from a list of device drivers on my computer.



| Update Driver Software - Newland HR100 USB device (UFCOM)

How do you want to search for driver software?

omputer and the Internet for the latest driver software
ve disabled this feature in your device installation

seffings

—> Browse my computer for driver software
Locate and install driver software manually

Cancel

| Update Driver Software - Newland HR100 USE device (UFCOM)

Browse for driver software on your computer

Search for driver software in this location:

[ ~] | Erowse..

[AInclude subfolders

—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device. N

g

Cancel

In Show compatible hardware list box, pick a package to apply. Here, a driver-package is identified by "device model name" inside its
corresponding inf file. In the example illustrated below, "Newland HR100 USB device(UFCOM)" represents UFCOM driver package, and
"USB Serial Device" represents Windows stock usbser.sys .

€ || Update Driver Software - Newland HR100 USB device (UFCOM)

Select the device driver you want to install for this hardware.

X

Select the manufacturer and model of your hardware device and then click Mext. If you have a

B disk that contains the driver you want to install, click Have Disk.

Show compatible hardware

Model

5l Newland HR100 USB device (UFCOM)
B U55 Scr Device |

[ USB Serial Device I}

5] This driver is digitally signed.

Tell me why driver signing is important

Click Next a final time. To confirm your selection.

Cancel

Of course, you can switch back to UFCOM driver by the same way.

NOTE: If you insist using legacy Datapipe driver side-by-side with UFCOM, and wish that legacy driver provides Datapipe
functionality, you need one extra step. That is, UFCOM Global Settings — Datapipe device lifemode set to "Never".

For average users, We don't need to bother with this. Just leave Datapipe device lifemode option it default value "On device

present"”.

2.1.1. Silent installing and removing of UFCOM driver package

UFCOM msi supports standard silent installing and removing operation. This enables integrating UFCOM installation procedure into your
scripting environment. To install silently(i.e. quiet mode), just execute command:

msiexec /q /i ufcom-1.7.2.msi

NOTE: You must run that command with administrative rights, otherwise it will fail silently. On success, UFCOM driver entry will also

appear in AppWiz.cpl .

If you launch silent install from a batch script, and would like to wait for msi install result before next batch command runs, you should

instead write:

start /wait msiexec /q /i ufcom-1.7.2.msi

echo %ERRORLEVEL%



Friendly note: Never write . \ufcom-1.7.2.msi as msiexec's parameter. The prefix .\ will cause msiexec to do nothing. This is
apparently a bug in msiexec, but Microsoft has not fixed it yet. By the way, using an absolute path is OK.

Silent installing a new UFCOM version will automatically uninstall older existing version.

msiexec's exit code(as indicated by %ERRORLEVELY% in batch file) tells whether it succeeds. Exit code 0 means success, otherwise fail.
Typical failure reasons are:

¢ You did not run msiexec as Administrator.

¢ A newer version of UFCOM already existed.

¢ (since 1.7.5) When updgrading to a newer version, some files from old version cannot be replaced(being used by the system). You
need to reboot Windows so the replacement can take place.

To do silent removal, we need the original msi file matching currently installed version. For example, current installed version is 1.7.2,
then you need ufcom-1.7.2.msi to do the removal(uninstall). Removal command line is like:

start /wait msiexec /q /x ufcom-1.7.2.msi

2.2. UFCOM working behavior configuration

For UFCOM generated VCOM device, you can open it with any COM port communication software, operate it with standard Windows
COM port API(or called Serial port API). Any data you read/write comes from/goes to USB device itself. On Windows XP, you can use
HyperTerminal; on Windows 7 and above, no HyperTerminal any more, but it's good to know UFCOM provides free PuTTY to verify
simple data receiving and sending. For some advanced configuration of your scanner, Newland Auto-ID provides EasySet configuration
software.

Due to the fact the Windows COM port API is designed with physical RS-232 serial port, it does not make consideration about USB
device's special traits, like unpluggability at any time, power management. So UFCOM needs to design special way to control these
special traits.

2.2.1. Using PuTTY to test data receiving and sending

From Windows device manager, find your VCOM device node, double click it(or right-click menu, Properties), we see device property
dialog, then go to VCOM Settings tab(we call it VCOM Settings Ul later), click PuTTY button, now we get a terminal window to
communicate with our scanner.

* Have your scanner scan some barcode; barcode content should appear in PUTTY window.

* Type some characters into PUTTY window(will see local echo), they will be sent to barcode scanner. If you need to send a long
string to the scanner, you can type out that string in a text editor, copy the text, then go back to PuTTY window, mouse right-click
to paste them.

e Device Manager —— ;
[online] Newland NLDC M9 USB device (COM5) Proper...
File Action \View Help
P ET e T General| % VCOM Seitings | Diver | Detais | Everts
27T Ports (COM & LPT) [online] Newland NLDC M9 USB device (COMS5) ? =
P
{77 [online] Newland NLDC M9 USE devl(E(EOMS)J VCOM PortName selection: COMs @)~ ﬂ W
V¥ Communications Port (COMT) COM Lfomod UFCOM 140 6934665 6820543880985683388 8985683
emode
3 Communications Port (COM2) o . Defauit
Y3 Printer Port (LPT1) emporal
» & Print queues @ Frindy i
> B Processors " Persistert Save
. [ Sensors —
[l Software devices Y
> % Sound, video and game controllers )
. - Storage controllers Eo= ==
. 8 System devices ¥ Prefer USB Product teat in device names
. " Universal Serial Bus controllers I~ USB Serial number on VCOM device names
§ Generic USB Hub I™ Clear VCOM input on port open
§ Generic USB Hub I™ Make UFCOM run better inside vittual machine
§ Generic USB Hub VCOM Bind Mode: {~ Sequential = by Device type (USB VID&PID)
§ Generic USB Hub " by USBseralnumber by USB port
§ Newland NLDC M USB device (UFCOM)
5 I ufcomlog
§ Standard Enhanced PCl to USB Host Controller
§ Standard Universal PCl to USB Host Controller
§ Standard USE 3.0 eXtensible Host Centroller - 0096 OK Cancel

2.2.2. VCOM Lifemode

VCOM Lifemode determines when should VCOM appear(be present), when should it disappear. "Disappear” or called "non-present”
means: You will not see it in Device Manager — unless you tell Device Manager to display hidden devices.


http://www.chiark.greenend.org.uk/~sgtatham/putty/

Lifemode VCOM
display
prefix

Temporal <online>
Friendly [online]

(default)
[offline]

Persistent [[online]]

[[offline]]

Conditions that VCOM present

When scanner plugs in, VCOM appears; when scanner unplugs, VCOM disappears immediately.

When scanner is plugged in, and there is application using this VCOM(has a opened handle of this VCOM),
VCOM will not disappear, and the already opened handle remains valid. Later when the scanner re-plugs in,
the communication channel is re-established. That means: an application holding a VCOM handle will not be
interfered with temporary plug-in/unplug of the physical device.

When scanner-unplugging and VCOM handle closing are both true, VCOM will disappear.

VCOM exists forever.

Persistent mode makes a VCOM look almost like a on-board physical COM port. It always exists no matter
scanner is plugged-in or unplugged.

Meaning of VCOM display name prefix "online, offline":

¢ "online" means scanner is plugged in and the driver works normally.
« "offline" means scanner is physically unplugged.

Method to set Lifemode: In Device Manager, locate a VCOM device node(not physical device node), open its properties dialog. Switch to
VCOM Settings Ul, where you can set Lifemode for this VCOM.

WCOM Lifemode

" Temporal
% Friendly
" Persistent

Global Settings
[ Prefer LISB iProduct text in device names

[™ Clear VCOM input on port open

General $ VCOM Settings | Driver | Details | Events
fonline] Newland NLDC M9 USB device (COMS)

WCOM PortMame selection: COMS {#) - ﬂ

[ USE Serial number on VCOM device names

[ Make UFCOM run better inside vitual machine

VCOM Bind Mode:  © Sequertial (% by Device type (USE VID&FID)
" by USB serial number

Gaes

L 4

UFCOM 1.4.0

Defaut
Refresh
Save

by USE port

[ ufcomlog

NOTE: If you are using two scanners, there will be two VCOM devices, and their Lifemode is configured separately.

@ You need administrative rights on Windows to make changes to VCOM Settings. For example, run devmgmt.msc as

Administrator.

[ Observing VCOM device "online/offline" prefix change 1

Plug a scanner into Windows , the corresponding VCOM device display name will have a "online" prefix.

a "5 Ports (COM & LPT)

["57 [online] Newland HR100 USE device (COM3] |

Unplug the scanner, and, if the VCOM should remain present according to its Lifemode rule, the prefix becomes "offline".

a "5 Ports (COM &L LPT)

T [offline] Newland HR100 USE device (COM3)



2.2.3. Modify port number for VCOM

This is a widely used feature.

When Windows creates a VCOM device for us, the Windows system picks a free(not yet reserved) port number for this VCOM, normally
picking the one with lowest number available(from COM3 and above). If we are unsatisfied with the auto-picked one, we can change it.
With VCOM Settings Ul, you can do it without hassle.

General | ® VCOM Settings | Driver | Detals | Events

[online] Newland NLDC M9 USB device (COMS5)

WCOM PortName selection: COMS {#) - ﬂ

L 4

UFCOM 1.4.0

WCOM Lifemode COM1 () ~
COM2 () Defaut
" Temporal COM3{+)
COM4 (+)
@ Friendy mﬁzﬂ Refresh
i COME
Persistent sty w
Ccome
CcOMg PuTTY
COM10
Global Settings CoM11

COM12
[v Prefer USB iProduct text in dCcoM13
[ USE Serial number on VCONCOM14
[™ Clear VCOM input on port off Egm}g
[™ Make UFCOM run better insi COM17
com1g

VCOM Bind Mode: ™ Sequenconis < type (USB VIDAPID)
" by USECOM2D ¥ | by USB port

[ ufcomlog

Conc

Before picking a new port number(precisely called PortName), please be aware of the status mark alongside each PortName entry. These
marks have special meanings:

Mark  Meaning
# This port number is being used by the VCOM itself.

! This port number is being occupied by another COM port device, and this another COM port device now truly exists on the
system(plugged-in state).

+ Some other UFCOM VCOM device has reserved this port number, and this other device is currently unplugged.

- Windows ComDB database has reserved this port number for some other device, which is also currently unplugged.

No need to memorize those symbol marks. Clicking the small question mark button at right side, you get these explanations.

We suggest selecting a port number with no mark, which means not occupied or reserved, so you reduce the chance to interfere with
other devices on the system.

« If you select a port number with (!) mark, it will definitely cause error.

¢ Selecting (+) (-) mark may be OK, COM?7 from the image for example. But be aware, when the original COM7 device(maybe a
Virtual COM Port from another vendor) is re-plugged in, that one may or may not work normally. The final behavior is determined
by that driver's code logic.

If you choose a port number with (') mark, UFCOM will indicate the error reason on device display name. For example: When on-board
COM1 exists and you force changing a VCOM to using COM1, Device Manager will show this VCOM as working abnormally and the
device display name will have prompt text "[ERROR: PortName Conflict!]".

=5 Device Manager
Eile  Action Yiew Help
e @B HE I E R&S
}3 Mice and other pointing devices
1 Monitors
& Metwork adapters
~ T3 Ports (COM 8L LPT)

‘Z [offling] Newland NVH200 USE Device (COM1) [ERROR: PortMame Conflict!]
7Y Communications Port (COM1)

2.2.4. Know which application has opened the VCOM



Click the small question mark button beside PortName list box, we can know whether the VCOM is opened by some application. The

example image below shows: COM5

2

69346650882054388089856833880985683

[online] Newland NLDC M3 USB device (COM5) Proper...

General | ¥ VCOM Settings | Driver | Details | Events
[online] Newland NLDC M3 USB device (COMS)

VCOM Porthame selection:  [coms (& =] 2|}

V=,
~ VCOM Lifemode

" Temporal
= Friendly
" Persistent

—Global Settings
¥ Prefer USBiProduct text in device names

™ USB Serial number on VCOM device names
™ Clear VCOM input on port open

™ Make UFCOM run better inside vitual machine

OB COMS is opened by(pid=3868):

is being opened by putty.exe .

PUTTY - UFCOM COMS5 - B

CA\Windows\systemn32\ NlsUfcom’putty. exe

VCOM PortName legend help:

(%) Currently used by this VCOM itself,

(1) Mow being occupied by other COM port devices.

(+) Anather unplugged UFCOM device is assigned this partname.

(-) Other provider's device is assigned this portname, marked by
CombDB.

How to release unused(but unplugged) COM ports?

Step 1: Set environment variable
DEVMGR_SHOW_NONPRESENT_DEVICES=1. (not required on Wing+)
Step 2: Open Device Manager, View -> Show hidden devices, find those
ghosted device nodes, Uninstall them,

VCOM Bind Mods:  {~ Sequential (* by Device type (1
by USB serial number ¢ by U
OK Cancel

2.2.5. Cleanup stale VCOMs

to release port number

After we unplug a scanner and close its VCOM handle, we see corresponding VCOM device node disappearing from Device Manager,
but actually, it is only hidden. The VCOM related settings are still recorded in Windows registry. These settings include: VCOM port
number, Lifemode etc. When the same VCOM device instance appears again, Windows will re-apply those settings. This is reasonable
design. Tech note: a VCOM device instance is identified by the so-called "Device instance path", which can be queried from device

properties, Details tab.

After many scanners have been plugged and unplugged, many port numbers would have been reserved. If we want to reclaim those port
numbers so that they becomes free again for others, the best way is to "Uninstall" the old device nodes.

Way to do that: Open Device Manager, enable menu item View — Show hidden devices. Now we can see some more devices with
dimmed icons, each of which represents an unplugged but still registered device. We call them phantom devices. Right click and
Uninstall a phantom device, the corresponding port number is reclaimed.

File  Action | Wiew | Help File  Action View Help
4a =p | || o] Devicesbytype e 0 HE &R %
- 3 Firm Devices by connection " 3 Mermory technology devices "
[ ﬁﬁ Hun Resources by type I B Mice and other pointing devices
4 % Ima Resources by connection 4 ‘,'_-b Monitars
> D Keyl > ¥ Network adapters
3 Men(| ¥ | Show hidden devices N i+ 5 Other devices
" 'ﬁ Mic Customize... 1> Bl Portable Devices
W Morl 4 "F Ports (COM & LPT)

1 ¥ Network adapters
1> |5 Other devices

|» E Portable Devices

4 '3 Ports (COM & LPT)

[offline] Newland MVH200 USB Device (COM4)
' [offline] Newland YCOM port for NLDC M3 (COME]

‘ [offline] PT250 USE DataPipe Device [11111111111111] (COMS3) |

T2 [online] Newland HR100 USE device (C

[offline] Newland VCOM port far NLDC M9 {COME)

L' " [offline] Newland MVH200 USB Device (COM4)

"' [offline] PT230 USE DataPipe Device [111111111111

> = Print queues
& [} Processors

Phantom devices
[3 Sensors

11] (COMS3)

'? [onling] Mewland HR100 USE device (COM3)
[3 g@ Print queues
© [} Processors
3 Sensors

Displays legacy devices and devices that are no longer ins

> |l Software devices
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@ NOTE: On Windows XP~Windows 7, in order to see phantom devices, we have to do an extra step, that is, add an environment
variable DEVMGR_SHOW_NONPRESENT_DEVICES=1 then restart Device Manager.

No need to do this since Windows 8.



2.2.6. Port number Bindmode
COM Port Bindmode is a global setting. It governs the rule how a physical scanner gets associated to a COM port number.

UFCOM provides four Bindmodes, You need some imagination to understand them.

Bindmode  Meaning

Sequential UFCOM considers all scanners equal. The result is, port number is allocated one by one, typically sequentially.

Example: If we have two scanners, plugging in scanner A, we get COM3; plugging in scanner B at the same time, we
get COM4. Later we will see, we unplug both scanners and plug in either one, the one will always get COM3 .

by Device Simply speaking, UFCOM takes consideration of scanner device type. Different device types will get different COM
type port numbers. Scanner device type is identified by VID,PID tuple from USB device descriptor.

(default)
Example: Assume we have an HR100 and an HR200 (different types). First time plugging in HR100, we get COM5;

first time plugging in HR200, we get COMG. Later we will see: Unplug and replug the two scanners, HR100 will always
get COM5, HR200 will always get COMB, regardless of whether the other scanner is present or not. So, COM5 is
bound to HR100 and COM6 is bound to HR200. This binding relation persists until you Uninstall corresponding VCOM

devices.
by USB Devices with different serial numbers will get different COM port numbers. For a USB device, the serial number is
serial determined by iSerialNumber text reported in USB device descriptor.

number
When we need to bind two same-type scanners to their own VCOM, we can use this Bindmode. But note: This can be

achieved only if both scanners has serial numbers burned-in. For scanners with no serial number, Bindmode behavior
will fall back to be "by device type".

by USB port Devices at different USB ports will get different COM port numbers. So the device type and serial number is not
considered.

This Bindmode is available only in Windows 7 and above.

Extra notes:

e Currently, switching Bindmode will cause all VCOM opened handles to become ineffective. Applications have to reopen VCOM to
get new handles.

¢ When switching Bindmode. The port numbers used by previous bindmode is not reclaimed by system. So, switching bindmode
usually causes the same scanner to receive a different port number. If you want the former port number, just manually change it.

2.3. Troubleshooting

2.3.1. Driver package installation troubleshooting
[ Collecting install logs ]

Driver package install problem can be diagnosed from several log files. We need log files from the following places:

Software component  How to collect log file

msiexec We need to enable msiexec logging. msiexec.exe is the program that process your msi files.

Instead of double clicking msi file, we run it from a Administrator CMD window:

msiexec /i ufcom-1.7.2.msi /1*v my.log

Then collect my.log .
DPlInst After install finishes, collect C:\Windows\DPINST.LOG .

Hint: we suggest removing or renaming old DPINST.LOG first, so that we can see new content easily.



Software component  How to collect log file
SetupAPI After install finishes, collect C:\Windows\Inf\setupapi.dev.log -
Hint: we suggest removing or renaming old setupapi.dev.log first, so that we can see new content easily.

Hint: On Windows XP, the file is C:\Windows\setupapi.log .

[ Fixing driver package ]
Sometimes, UFCOM driver files get accidentally deleted, rendering unworkable USB devices. We should try to fix it.

For example, when Uninstalling a VCOM device node from Device Manager, the driver files get removed in case we tell Windows to
delete driver software.

A Device Manager When USB scanner is plugged in next time, VCOM device shows a

yellow exclamation mark.

| @ E B 8 B &S
_ [eniine] Newland NLDC P9 USE device (COMS)
- B Portable Devices =

7 Ports (COM & LPT) P i Device status is reported as "The drivers for this device are not
L online] Newlan evice Waming: You are about to uninstall this device from your system. .
e ooy e conty f T2 B e installed. (Code 28)".
; ;Ez:;z‘:&ls;i;m con [ 1 Delete the ciiver softwars for s device. |

|
> = Print queues H 4 |5 Other devices

. [ Processors 7 Mewland VCOM PDO text: huid.vid[1EAB].pid[8306].0
B roces s g omeaand v pidl830610]

> [ smart card readers

One way to solve it, is executing UFCOM msi again. There is a more concise way, that is, from Appwiz.cpl, right-click UFCOM Driver
entry, execute Repair.

[ Microsoft Visual C++ 2008 Redistributahle - x86 9....
(S) safeNet Authentication Uninstall
@SpeedCommanderM(x Change

¢ TortoiseSVN 1.9.2.26806

Repair -~

¥ UFCOM Driver 1.4.0

2.3.2. VCOM device is not created (in Device Manager)

There are many causes.

Category Symptoms, cause and solutions

USB physical Symptom: In Device Manager, in "Universal Serial Bus controllers" category, you do not see new device node.
device is not You do not see any new device node in other device categories either.

detected by

Windows Possible reasons:

e Scanner is not actually plugged into Windows machine.

e Scanner has not enabled USB function.

e Scanner has hardware problem.

¢ Windows does not have correct USB system drivers(USB host controller drivers) installed.

Symptom: When scanner is plugged in, Windows task bar shows a popup saying USB Device Not Recognized

Possible reasons:

¢ Scanner hardware may be malfunctioning.
* USB cable problem.

The above symptoms share the same problem that Windows itself fails to recognize the USB physical device. At
that moment, UFCOM has not been involved yet.



Category

USB scanner is
working as a
keyboard

Windows detects
USB physical
device, but uses
another driver

Symptoms, cause and solutions

Symptom: VCOM device node does not show up when plugging the scanner, but a text editer(Windows Notepad
etc) can show the barcode content.

This means: The scanner in working in USB keyboard mode(typically our factory default). Your scanner needs to

scan a special setting code to make it transform into USB virtual COM port mode(also known as USB-CDC
mode).

Symptom: USB physical device display name does not end with "(UFCOM)".

To confirm: Double click USB physical device node to check its driver properties. There should be "Newland" text
in it, and Driver Details section refers to driver file NIs_ufcom.sys .

= Device Manager = =
File Action View Help

e @ E HE 8 FEE

I Processors Newland HR100 USB device (UFCOM) Properties. Driver File Details u
» [ Sensors 5
river

[ Software devices Senerd Detalc | Evente < Newiand HRIDD USB device (UFCON)
- & Sound, video and game controllers Newianed HR100 USE device (UFCOM)
+ & Storage controllers o Driverfiles:
> M System devices ) CelCiwindows \system 3ADRIVERS is_Ufcom sys
4§ Universal Serial Bus controllers Diver Providsr:  Newlsnd (ufcom_usbd) G windows system32 cfcom. constallerdl

§ Generic USE Hub Driver Date: 20170208 [5G \windows \system32\Wef Colnstallerd 1003 d

@ Generic USB Hub Diver Version: ~ 1.0.7.0

§ Generic USE Hub B )

9 Intel(R) & Series/C220 Seres USE EHCI 1 - Digtsl Signer: ~ Fujian Newland Auto-ID Tech. Co., Ltd

§ Intel(R) 8 Series/C220 Series USE EHCI£2 -

§ Intel(R) USB 3.0 eXtensible Host Controller Driver Details To view details about the diverfies.

§ Mewland HR100 USB device (UFCOM) =% Provider Newland Auto-D

§ USB Composite Device Updste Drver... To update the driver saftwars for this devics Fieverson: 107

§ USE Root Hub

e T—— Fthe devics fails after updating the driver, rol Emeh Nlscen

§ USE Root Hub Soll Back DOVer | - i to the previously installed dver.

§ USB Root Hub (xHCI) Digital Signer:  Fujian Newland Auto-ID Tech. Co., Ltd
> § USB Display Adapters Disable Disables the selected device

Urinstal To uninstall the driver (Advanced).
oK Cancel

If you find that another driver is taking control of your scanner(Windows stock usbser.sys or the old Datapipe
driver), please switch the driver to be UFCOM, as told in former section "Manually choosing a driver package for
USB device".

Please be aware, if your USB scanner is driven by other drivers, the device node for the physical device does not
necessarily appear beneath "Universal Serial Bus controllers" category. It can appear beneath any category which
is determined by the driver itself. Well, for USB scanners, most commonly used category is "Ports (COM &

LPT)". If your are not sure, you have to plug and unplug your scanner multiple times to verify its appearing
location.



Category Symptoms, cause and solutions

USB physical Symptom: USB device icon has a yellow exclamation mark on it.
device is
detected, but To diagnose: Open USB physical device's property dialog, switch to USB Device Settings tab. Here, we can see

UFCOM driver USB startup error reasons detected by UFCOM driver.

does not work , . . . . . . .
For example, with global option "When Bindmode is by USB serial number, require unique SN" is turned on,

correctly . . . ) -
plugging in two scanners of the same type and same USB serial number will result in the second scanner failing
to work. You will see the following error reporting.
&
File  Action View Help
e BEHEHEI B RXE
(50 Network adapters ~
~ E Ports (COM & LPT)
g E:;”;L:i‘:’;ﬁ':::inoﬁiMm Newland NVH200 USB device (UFCOM) Propertics X
EE:::;:;U:S Genersl # USB Device Settings Drver Detals Events
B Software devices This USB device has not mapped to a VCOM.
i Sound, video and game controllers UUSB device connectsd but drver not working. Problem Code=10
&y Storage controllers (CM_PROB_FAILED_START)
2N O st s cnties Youhave et USB deves st e,
Etron USE 2.0 cXtensible Host Controller - 1.0 (Microsof)| @ Shonmeend O Show gast Clear
Generic SuperSpeed USB Hub ~17c[20171019.091245.679)UFCOM_LISB: UFCOM sees USB device
Generic USB Hub - ﬂf?c:[z?mmw 091245 693)UFCOM_USB: UFCOM cannct use this USB
Newland NVH200 = (UFCOM) device. COM Port Bindmode is currently set to "by USB senial number”, but
[ i Newland NVH200 USB device (UFCOM) this USB device serial number(11111111111117) duplicates an existing
Renesas USB 3.0 extensible Host Controller - 1.0 (Microsa ELueﬂyc[znwum 091245 634]UFCOM_USB: UFCOM fails to intialize your
§ Standard Enhanced PCl to USB Host Controller USB device. Logfile
Standard Enhanced PCl to USB Host Controller Usber_USBHVID_1EABAPID_1E02458a2234eda042 log’ gensrated
Standard Enhanced PCl to USB Host Controller
Standard OpenHCD USB Host Contreller
Standard OpenHCD USB Host Contreller
Standard OpenHCD USB Host Controller Savetofil
Standard OpenHCD USB Host Contreller -
USB Composite Device [] Enable UFCOM log file {.feom Jog)
§ USBRoot Hub
§ USBRoot Hub Cancel | v
In case similar problems happen, you can send us the error messages, screen shot or saved text, for diagnose.
USB physical This is rare. If you encounters this, you can help us diagnose it by sending use UFCOM log file. Enable log file,
device looks OK reproduce the problem, send the log file to us.
in Device
Manager, but Way to enable UFCOM log file: Open the property dialog of any USB physical device, tick Enable UFCOM log
b
VCOM does not file (ufcom.log) .
appear. ) . . - . .
Log file location is C:\Windows\Temp\ufcom.log . This file will be cleared and regenerated every time UFCOM
driver is loading(e.g., after Windows reboots). So it won't bloat forever.
Hint: Everytime you need to check ufcom.log, we suggest make a copy of it(from Explorer, Ctrl+C then Ctrl+V)
then view that copy. If you just open ufcom.log itself from a text editor, the text editor will probably not aware of
the background update of ufcom.log file content.
VCOM device The reasons can be complicated. See next section.
looks OK, but

application does
not communicates
correctly.

2.3.3. Diagnose USB data communication error

Sometimes, we may encounter data communication error with USB hardware, for example, not able to receive barcode data from VCOM,
configuration app(EasySet etc) not able to detect attached scanners, Easyset failing to retrieve captured images etc. Before contacting
support staff, we can try to identify the reason. In common sense, communication error may arise in the following segments:

¢ (A) Hardware/software inside USB Scanner itself.

¢ (B) Physical link between USB scanner and your PC.

¢ (C) PC side USB hardware and USB host controller driver(this driver is provided by Windows or host controller manufacturer).
* (D) PC side client driver, i.e. UFCOM.

(E) The application that uses VCOM.



For average users, determine the faulting segment can be hard. Luckily, UFCOM can help you identify whether B is. When using poor
quality cable, using buggy USB hub, receiving not enough voltage supply, or encountering electromagnetic interference, we can get
faulting condition at B.

VCOM Settings Ul's bottom status bar can tell you USB devices offline count. We know that manually unplugging the USB device will
increase its count; but if you get increased count while in normal using conditions, it probably means there is problem with USB signals,
which is a sign of faulting hardware.

VCOM Bind Mode: { Sequential % by Device type (USB VID&PID)
" by USBE sefial number " by USE port

USE device offline count: 2 ¥ ufcom log

In other circumstances, USB transfer error does not cause "offline", but exhibits a UsbdStatus error code reported to USB host controller
driver, and Windows reports that error to UFCOM, UFCOM in turn presents such error to end user through VCOM Settings Ul. In a well
behaved operation environment, we do not expect to see even a single such error. If we see such an error, it implies some problem in the
transfer system, probably in hardware. Sporadical appearing of such error can be recovered by UFCOM automatically, and the VCOM
application has a good chance to work smoothly without being interfered; but if it arises too frequently, the application may not work as
expected, and we have to go with further troubleshooting.

When UFCOM detects UsbdStatus error, VCOM Settings Ul will report it to us. In the following figure, UFCOM detects two such errors,
and they have been recovered. Click a small arrow at right-side, we get more error details. We can see that they were two
USBD_STATUS_STALL_PID errors.

USB error details X
X

Genersl  # VCOM Settings Drver Details Everts P USB device offline count: 0
|

Since last online:

[online] Newland barcode scanner USB device (COM14) ?
//# Last IN error detected: 2017-03-24 09:33:07.470

WCOM PortMame selection: COM14{H = j

VOOM Lifemode UFCOM 1.2.0 Last IN error recovered: 2017-03-24 09:33:07.579
Defaut Last QUT error detected: (none)

" Temporal Last QUT error recovered: (none)
o TEmy m Recover actions taken:
" Persistent Save IN pipe resets: 2 (total: 2)

OUT pipe resets: 0 (total: 0}

USB port resets: 0 (total: 0)

USB port cycles: 0 (total: 0)

USE device error statistics(since last onling):

Global Settings

=]

USBD_STATUS(NoDetail)
I¥ Prefer USB iProduct text in device names

USBD_STATUS_RESERVED2
USBD_STATUS_BUFFER_OVERRUN
USBD_STATUS_BUFFER_UNDERRUN

0 USBD_STATUS_CRC
™ USB Serial number on VCOM device names 0 USBD_STATUS_BTSTUFF
™ Make UFCOM run better inside vitual machine 0 USBD_STATUS DATA_TOGGLE_MISMATCH
. . 2 USBD_STATUS_STALL_PID
VCOM Bind Mode: (' Sequential % by Device type (USB VIDAPID) 0" USBD STATUS DEV NOT RESPONDING
| (™ by USB serial number " by USB port 0 USBD_STATUS_PID_CHECK_FAILURE
- 0 USBD_STATUS_UMEXPECTED_PID
UISB emor recovered. {count=2) ﬂ [¥ ufcomlog 0 USBD_STATUS_DATA_OVERRUN
0 USBD_STATUS_DATA_UMDERRUN
oK Cancel g USBD_STATUS_RESERVED1
0]
0

Be aware, in case the USB link is every unstable, the recovery action may not guarantee the link can become normal, even if UFCOM
says "USB error recovered".

Note: The error statistics is per VCOM, that is, each VCOM has its own statistics. That statistics data persist until the VCOM device
node is unplugged(disappeared from Device Manager).

If the problem exists, you may need to contact us for help.

3. Advanced Topics

3.1. Export and Import UFCOM settings across different machines

There are two levels of UFCOM settings:

¢ Global settings. For example: PortName Bindmode, Prefetch mode, whether to display USB serial number in device manager.
¢ VCOM specific settings. For example: PortName for a VCOM, Lifemode for a VCOM.



Change of a global setting does not affect VCOM specific settings of any existing VCOM.

UFCOM provides facilities to easily export and import global settings. Using this feature, we can transfer global settings from a template
machine to other machines quickly and accurately.

Step 1. We need to export settings from the template machine.

Locate any existing VCOM device from Device Manager, open its VCOM settings Ul, click [More Globals...], from the UFCOM Global

Settings dialog, click [Export .reg] button, now we get a generated ufcom-global.reg, which is a standard Windows registry file. This file
contains all UFCOM global settings from the template machine.

[online] Newland NLDC P9 USB device (COM15) Prope...

General | ® VCOM Settings | Diver | Details | Everts

lcolnel{Nenand/ NENCIETNISE eviceHEOM LS} @ Preferred VCOM Lifemode for new VCOM: [T = UFCOM 1.6.1
VCOM PortName selection COMT5 (%) j‘ ﬂ UECOM Wz ™ Prefer these PortNames for new YCOM: »
\VCOM Lifemode : | F v
" Temporal ﬂ
Input Pre-fetch mode before VCOM open:  |Fetch and recyde -
@ Friendly Befresh .
Data flow to Host side and get buffered. On buffer full, overwrite old
" Persistent Save I Clear YCOM input on port open
PuTTY |¥ Prefer USB iProduct text in device names
[ USB Serial number on YCOM device names
Global Settings [~ Make UFCOM run better inside virtual machine
I USB Serial number on VCOM device names
® Preferred VCOM Lifemode for new VCOM ol
VCOM Bind Mode: € Sequential (& by Device type (LISE VIDAPID} \:\:’hLe? a nsw VCOM device is created in Device Manager. it will use this as
- " by USB serial number by USB port ts Lilemode.
More Globals . This option does not change existing VCOM device's Lifemode.
v
¥ ufcomlog -
Default Export .reg Cancel
OK Cancel

Step 2. Import the global settings into target machine.

Copy ufcom-global.reg to the target machine, and double click it. Windows will ask whether you want to import the registry content. Just

answer yes.

Step 3. Make the new settings take effect.

After importing the registry file, we need to reload the driver in order for it to take effect. The most straightforward way is to reboot/restart

Windows.

® System Settings - o
Hint: On Windows 8/10, "shutdown then power-on" is NOT @+ 1 B> ControlPansl » Hardware and Sound » Powes Options » System Setings v & | smehCo. p
identical to "restart Windows". The reason is: Since Windows 8, e e stecp botton settings .
Microsoft introduced the so-called Fast-startup feature, which is [ Y e
defaultly enabled. When Fast-startup is enabled, Executing
@ When | press the sleep button: | Sleep v

shutdown from Start menu does not do a real shutdown, but
essentially do a hibernate. The essence of hibernation is to
preserve RAM content to a file named hiberfil.sys. On next time
machine power-on, the content in hiberfil.sys is loaded back into
RAM and the system runs from where it was left off. So, doing
hibernate then powering-on does NOT cause device drivers to
reinitialize.

Trick: When Fast-startup is enable, and you wish to do a real
shutdown, you can use command line:

I shutdown /s /t 1

Before doing this, ensure application data have been saved.

Password protection on wakeup

@® Require a password (recommended)
When your computer wakes from sleep, no one can access your data without entering the correct
password to unlock the computer. Create or change your user account password

() Don't require 3 password

When your computer wakes from sleep, anyene can access your data because the computer isn't
locked.

Shutdown settings

Turn on fast startup (recommended)

This helps start your PC faster after shutdown. Restart isn't affected. Learn More
Sleep

Show in Power menu,
[ Hibernate

Show in Power menu.

Lock

Show in account picture menu,

Save changes Cancel

If you think rebooting Windows is too time-consuming, there is a shortcut you can use. Do the following:

* Close all applications that could have VCOMs open.
¢ Unplug all USB devices that are managed by UFCOM.
« Disable UFCOM Vbus device then re-enable it.



Way to disable and enable the Vbus: Open Device Manager, View — Devices by connection, then near the top you can find a device

node named <Newland UFCOM VBus> , right click to Disable it, then Enable it.

File  Action

e | FIE B8 BNS
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File
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I Microsoft Device Associat

&> [ Lightweight Sensors Root Enumerator

Scan for hardware changes [ Microsoft Device Assacistion Root Enumerator

Properties

-- after Vbus node is disabled.

Hint: If you don't switch to view devices by connection, you can still find Vbus node in "System devices" category.

Import global settings at the same time you do a silent install

Now an example. Imagine you want to silent install UFCOM to many new Windows machines, and you expect to achieve two extra
goals:

1. First USB scanner on the new machine automatically gets PortName COM7.
2. The newly generated VCOM is in Persistent Lifemode, instead of the default Friendly Lifemode.

Due to the fact that the two extra goals do not match UFCOM's default, you need the help of global settings registry file.

First set up your preferred global settings on your template machine. A special note: You need to set up "Prefer these PortNames for
new VCOM"(we call it "GPV Portname list" for simplicity) instead of PortName for a specific VCOM.

Preferred VCOM Lifemode for new VCOM: | persistent. vI

[V Prefer these Porthames for new VEOM:
|COM7

Input Pre-fetch mode before VCOM open:  |Fetch and discard -
Upstream data will flow to Host{Windows) side and get discarded.
[T Clar YCOM input on port apen

[V Prefer USB iProduct text in device names

™ USE Serial number on VCOM device names

[ Make UFCOM run better inside virtual machine

UFCOM 1.56.1

e

I~ Rob from other driver

M Preferred VCOM Lifemode for new VCOM @

When a new VCOM device is created in Device Manager, it will use this as
its Lifemode.

This option does not change existing VCOM device’s Lifemode.

Default |

~

oK Cancel |

Export ufcom-global.reg, copy it alongside UFCOM msi to your target machine. On the target machine, first import the registry file,
then launch msi installation, and your goal is achieved.

To make it silent, you can use a small batch file like this.

@REM silent-deploy.bat

@set batdir=%~dpe

@set batdir=%batdir:~0,-1%

reg import "%batdir%\ufcom-global.reg"

start /wait msiexec /q /i "%batdir%\ufcom-1.6.1.msi"

Be aware, you need to run this batch file with Administrative right to make it success.



3.2. Viewing USB data flow statistics

Flowpath Stat feature present us with USB upstream and downstream data flow statistics, including byte count of current flowpath
session, historical total byte count, USB error count, realtime dataflow speed etc. This help us determine whether data transfer problems
lie in application or the driver/hardware.

View entrance: VCOM Settings Ul — Tools — Flowpath stat .

Lid <COM10> Flowpath Statistics =

[online] Newland PT850 USB device (COM10) Properties“

General | ® VCOM Settings | Driver | Details | Events
fonline] Newland PTE50 USB device (COM10)
VCOM PortName selection
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Flowpath stat
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#  About UFCOM

‘.6' [online] Newland PTS50 USE device (COMIO}
- Flowpath created: 2017-12-11 12:08:04

” Refrash Ups[‘tr]eam Stat: g ) g
%, U1] USB received - 809826 (+78850) 157 KB/s
4 ¥ Auto [U2] Vcom read 809826

UFCOM 1.7.2( [U3] Discarded

[U4] Still in Rbuf: 0
[US] Veom pending
Fbuf peak/limit

USE IN errors: 0

Default

0
Refresh 4137 / 32000 (12%)

Save

Downstream Stat
[D1] Veom written
[D2] USB sent
[D3] Discarded
[D4] Still in Whuf
Wbuf peak/limit
USE OUT errors: 0

19984
13984 (+1786) 3 KB/=
0

0
84 / 32000 (0%)

USE activity: [IN]

Historical:
USE read: 9200085
Read discard: 0
USE written: 234590
VCOM dizcard: 0
USE INHOUT errors: 0 + 0

[ feomlog USE offline count: 18 {+0)

Cancel bif]

Close

Explanation of each item(from the perspective of Windows PC):

Direction Item

U1. USB
received

Upstream

U2. Vcom
read

us.
Discarded

U4. Still
in Rbuf

US. Vcom
pending

Rbuf
peak/limit

USB IN
errors

Explanation

Byte count received from USB data line(not including USB protocol fields). For example, scanner scans a
13-byte barcode, and this value will increase by 13.

The stat info is refreshed every 0.5 second (with Auto ticked). In the sample image above, (+78850)
means this value is increased by 78850 compared to last refresh.

The 157KB/s at tail means the calculated USB dataflow speed is 157 KBytes per second at this moment.

Byte count that has been read by ReadFile API.

Byte count that has been received from USB data line, but get discarded.

For example, when Prefetch mode is set to fetch-and-discard, all bytes received from USB line is
discarded before the application opens VCOM for reading.

Byte count that has been received from USB data line, but has not been read by application. These bytes
stays temporarily in Rbuf.

If application closes VCOM while there are still bytes in Rbuf, these bytes will be counted as discarded.

Byte count that has been received from USB data line, copied to application buffer, but not yet returned to
ReadFile API caller.

For example, assume Rbuf is initially empty, ReadFile request reading 100 bytes(requiring a full read,
would not return with partial data). Now, USB device sends 60 bytes, then the 60 bytes will count as U5.
When later ReadFile completes, this 60-byte count will transfer into U2.

Rbuf usage peak and size limit. Peak value will not exceed limit value.

Rbuf size can be adjusted by SetupComm API call, whose default value is 32000. For one VCOM open
period, Rbuf size can be assigned only once.

USB upstream errors detected.



Appearance of this value does not necessarily mean the application has received wrong USB data. USB
error recovering mechanism may help correct such errors and the application may still get correct data.

Downstream D1. Vcom Successful byte count reported by WriteFile API.
written

D2. USB  Byte count successfully sent out of USB data line.
sent

D3. Byte count that WriteFile has reported success, but later discarded by UFCOM. Discard means not
Discarded sending those bytes out of USB line.

There is one case that this Discard value will increase. As mentioned above,

When WriteTotal TimeoutMultiplier=0 , WriteTotalTimeoutConstant=0 , and output flow is not enabled.
UFCOM guarantees WriteFile will not block forever. If scanner is unplugged or downstream flow
blocked, WriteFile will complete with success after there is no downstream flow for continuous 1
second. This is to simulate that WriteFile to a on-board physical port will not block forever.

In this situation, the bytes reported success will be counted as D3.

If application closes VCOM while there are still bytes in Wbuf, these bytes will be counted as discared.

D4. Still Byte count that has been reported success by WriteFile, not discarded, and queuing for output to USB

in Wbuf line. These bytes are queuing in a memory block called Wbuf.
Wbuf Whbuf peak usage and size limit. Peak value will not exceed limit value.
peak/limit

Whbuf size can be adjusted by SetupComm API call, whose default value is 32000. For one VCOM open
period, Wbuf size can be assigned only once.

USB USB downstream errors detected.
ouT

erTors These errors can also be corrected by USB error recovering mechanism.

- Historical = Historical total values of above items. Even if Windows reboots, historical totals are still preserved —
because historical values are recorded in Windows registry.

"USB offline count" has two values. The first one is the historical total offline count. The one inside
bracket is the offline count within current flowpath session, and it will be merged into historical total when
flowpath object is destroyed.

- USB This reflects USB physical line status. Four possible cases:
activity
1. (blank)
2. [IN]
3. [IN][OUT]
4. [ouT]

[IN] means IN data packet now appears on USB data line. [OUT] means OUT data packet now appears
on USB data line.

After VCOM has been opened by application, you normally see continuous IN, because USB Host is
always querying USB Slave for newer data. If PC-side Rbuf is full(due to application cease reading data),
IN packet will disappear.

If application is not sending out data continuously while you see OUT persists, it means downstream link
is suffering from congestion, that is, USB device does not retrieve downstream data in a timely manner.

Other features:

¢ Un-tick Auto, and we get manual refresh mode. One click of Refresh button updates display once.
* Mouse right-click a blank area near left bottom or right-bottom, we can switch thousand separator on or off, copy text to clipboard
etc.



@ What is a flowpath? and how it effects Flowpath Stat values
Simply speaking, one USB physical device and one corresponding VCOM constitute a flowpath.

A flowpath is destroyed when both the physical device and VCOM device are unplugged from system. During a flowpath
object's life time, stat values are counted into session values; on flowpath's destruction, those values are merged into historical
totals.

3.3. msi installer generated registry items
UFCOM msi installation generates following registry keys and items in your HLKM node.
32-bit Windows HKLM\SOFTWARE\Newland Auto-ID\UFCOM

64-bit Windows HKLM\SOFTWARE\Wow6432Node\Newland Auto-ID\UFCOM

Registry items inside:

Item name Item value (sample) Explain

Installed 1 This item means UFCOM msi has been installed on your system.
Version 1.7.0 Installed UFCOM version on your system.

InstallTargetDir_  C:\Program Tells which directory has UFCOM installed.

Files\UFCOM\
NOTE: There is a trailing backslash. This is the same as Appwiz.cpl reported Location

field.

System integrator can check these registry items to know whether UFCOM has been installed. This helps them decide whether to install
UFCOM for end-users.

4. VCOM device API behavior

UFCOM implements Windows COM port API(serial port API) quite thoroughly.

If you program with Windows COM port API, you need to know information in this section.

API Implementation note

category

Dataflow For upstream data, UFCOM guarantees data integrity. For example: USB device send lots of upstream data, PC
integrity application does not fetch these bytes timely, and the UFCOM upstream buffer finally gets full. In this situation,

UFCOM will stop fetching data from USB device, instead of discarding received bytes. As soon as some bytes are
fetched by PC application, the upstream data resume flowing.

For downstream data, there are two cases:

« If PC application does not enable downstream flow-control(the default behavior), data written by application may get
silently discarded. The discarding behavior typically happens in the following situation: USB device has been
unplugged, or, USB device does not promptly pull out the bytes sent from PC (each chunk of written data are
preserved for at least 1000 milliseconds defaultly).

« If PC application does enable downstream flow-control, UFCOM will guarantee data integrity, that is, UFCOM will
not discard any downstream, which means WriteFile may block infinitely.

RS-232 No simulation for this. User can set any baudrate, but the value is simply ignored. Actually communication speed is
parameter determined by the USB system.
simulation

Data bits, stop bits, parity settings are all ignored.



API
category

Modem
signal
simulation

hardware
flow control

software flow
control

WriteFile
behavior

COM port
timeouts

Implementation note

Output signals: RTS, DTR setting is ignored.
Input signals: GetCommModemStatus always report RING and RLSD off . DSR and CTS is simulated.
DSR: When scanner is plugged in, DSR=0n ; when unplugged, DSR=0ff .

CTS: When scanner is plugged in and down stream is not blocked, CTS=0n ; when scanner is unplugged or down
stream is blocked, CTS=0ff .

UFCOM does not support upstream(input) flow control with simulated modem signal. Upstream flow control is entirely
determined by USB system.

UFCOM supports downstream(output) flow control.

« When VCOM is first opened by application, flow control is not enabled;

« After application calls SetCommState() with DCB. fOutxCtsFlow=1 , the downstream flowing can be controlled,
e.g., If CTS=0ff, WriteFile may gets blocked. Be aware, If user sets
COMMTIMEOUT.WriteTotalTimeoutMultiplier==0 and COMMTIMEOUT.WriteTotalTimeoutConstant==0, itis
possibly that WriteFile will get blocked forever(in case CTS remains off forever). To complete the blocking/pending
WriteFile, user has to call Cancello.

XON/XOFF flow control is not supported.

UFCOM VCOM's WriteFile accepts user data atomically. That is, WriteFile will complete with all requested data or no
data; you will not see partial data accepted.

Implement COMMTIMEOUTS semantic completely.

There are some special designs:

¢ When WriteTotal TimeoutMultiplier=0 , WriteTotalTimeoutConstant=0 , and output flow is not enabled. UFCOM
guarantees WriteFile will not block forever. If scanner is unplugged or downstream flow blocked, WriteFile will
complete with success after there is no downstream flow for continuous 1 second. This is to simulate that
WriteFile to a on-board physical port will not block forever.

¢ When WriteTotal TimeoutMultiplier=0 , WriteTotalTimeoutConstant=0 , and output flow is enabled, WriteFile will
block before all data is written out. Of course, user can call Cancello to cancel WriteFile prematurely.

* When WriteTotal TimeoutMultiplier or WriteTotalTimeoutConstant is non-zero, APl-assigned timeouts will be
effective, regardless whether flow control is enabled.




API Implementation note
category

CommEvents UFCOM implements four notification events.

Event When to notify

EV_RXCHAR  When some bytes come to input buffer, EV_RXCHAR event arises. Once this event is reported,
it will not be reported again unless new bytes comes to input buffer; on the other side, when some
byte is received in input buffer, EV_RXCHAR will definitely arise one more time.

EV_TXEMPTY When output buffer becomes empty, this event arises. It's edge-triggered, that is, after
EV_TXEMPTY is reported once, waiting this event again will not report a second EV_TXEMPTY;
it is reported again only after some bytes are filled into output buffer by WriteFile and becomes

empty again.
EV_DSR EV_DSR is edge-triggered, representing simulated DSR change.
EV_CTS EV_CTS is edge-triggered, representing simulated CTS change.

UFCOM allows multithreaded operation. You can call WaitCommEvent in one thread, and ReadFile/WriteFile in
another thread.

@ UFCOM author note: Making EV_RXCHAR and EV_TXEMPTY edge-triggerred(as opposed to level-triggered)
is not a good idea, though, Microsoft designed Serial.sys (for physical port COM1) this way, UFCOM follows
it for better applicaton code compatibility.

Cancello Fully supported. User can Cancello ReadFile, WriteFile, WaitCommEvent.
Cancello will succeed immediately, no blocking.

Special note: If VCOM has received some bytes when ReadFile is cancelled, ReadFile will complete with success
and report those already received bytes. This behavior is better than that of serial.sys and usbser.sys. The serial.sys
and usbser.sys merely reports error result 995(ERROR_OPERATION_ABORTED) for ReadFile on cancelling.

VCOM TX &  For each VCOM, UFCOM creates a pair of TX/RX internal buffer, defaultly 32000 bytes each. This means, a single
RX buffer WriteFile can accept at most 32000 bytes. If requested bytes exceeds this size, application gets
size ERROR_INVALID_PARAMETER(87) error code. To cope with this problem, you can choose between three ways:

1. Modify application code. Break a large WriteFile call into multiple small WriteFile calls.

2. Modify application code. After CreateFile returns a VCOM handle, call SetupComm to enlarge TX queue.

3. If application source code is not available, you can change a UFCOM global registry value TxQueueDefaultSize
to get a bigger TX buffer. After modifying this setting, UFCOM driver needs to restart to take effect.

For example, to change TxQueueDefaultSize to 1024000, you can import such a registry file:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Nls_ufcom\Parameters]
"TxQueueDefaultSize"=dword:000fa000

Similarly, changing TxQueueDefaultSize assigns customized default RX queue size.

[ Special note for Temporal Lifemode ]

For Temporal Lifemode VCOM, corresponding USB physical device unplugging will render the VCOM handle ineffective, which means,
calling ReadFile, WriteFile, WaitCommEvent on such ineffective handle will report error immediately — even if USB device has been re-
plugged in. In order to recover communication with the USB device, you have to close the old handle and call CreateFile to get a new
one.


https://msdn.microsoft.com/en-us/library/windows/desktop/aa363439(v=vs.85).aspx

5. UFCOM-specific APl guide

This section is also for application developer. Applications can utilize these extra functionality to improve user experience.

Windows COM port API provides a set of abstract data input/output model for applications, and they work well in many scenarios.
However, these APls are designed before USB specification is published, so it does not take concemn about USB's hot-plugging behavior,
and there is no standard semantics for USB device plugging and unplugging. Therefore, UFCOM needs to make its own specification.

5.1. Test UFCOM API with vcomtest program

UFCOM implements most of Windows COM port APl semantics, and we provide vcomtest to verify these semantics, as well as
demonstrating UFCOM-specific features. We provide you pre-compiled vcomtest.exe, and, its key-part source code with pdb file. So, our
users can debug its source code in Visual Studio to know what work it does. Ugh, you just cannot compile that code yourself, because
some headers and libraries are absent.

In order to debug vcomtest, you need Visual Studio 2005 or above.

Now we show you the process with UFCOM 1.7.3 and Visual Studio 2010. We use $UFCOM to represent UFCOM's install target
directory.

Open Visual Studio IDE, File — Open — Project/Solution, tell it to open $UFCOM\ufcom-inf-pkg\x64\vcomtest.exe (on 32-bit
Windows, you should open the one in x86 directory. Note: we open vcomtest.exe as a project here, not as a normal file. VS IDE menu,
Debug — Step Over(F10) starts debugging. You may see a dialog box asking whether you need privilege elevation, answer No is OK.
Then, a Find Source dialog box pops out asking for vcomtest.cpp, browse to directory $UFCOM\ufcom-inf-pkg\vcomtest and you're
done. If everything goes smoothly, you should see debugger's current statement, the yellow arrow, stops at main() . Enjoy your
debugging.

Open vcomtest.exe as a project. Open vcomtest.exe as a project.
r o m
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{
=7 DWORD winerr = @;

printf("Vcomtest version ¥d.¥d.%d, compiled on ¥s ¥s\n",
UFCOM_VMAJOR, UFCOM_VMINOR, UFCOM_WBUILD,
__DATE_ , _ TIME_ };

PrintUfcomKernelVer();




5.2. Detect USB device plugging and unplugging
Device plugged-in state corresponds to VCOM's online state shown in Device Manager, unplugged state corresponds to offline.

Windows API itself does not define how to represent online/offline state, so, many virtual COM port device drivers(besides UFCOM)
indicates device's offline state by making the device handle ineffective. The handle here is the one retumed by CreateFile. The word
ineffective means, further ReadFile, WriteFile, WaitCommEvent on that handle will return failure immediately; a pending overlapped 1/0
operation will also be completed as soon as the handle becomes ineffective. This is an effective way of indicating device offline. For
UFCOM, a VCOM of Temporal lifemode follows this behavior as well.

The special feature of UFCOM is, Friendly lifemode and Persistent lifemode provides durable device handle, that is, device unplugging
will not cause device handle to become ineffective, which is convenient for applications in many circumstances. But in case applications
want to detect device online/offline state change, for example, to a offline prompt on user interface, how do they achieve that?

UFCOM specifies it as follows: Use the DSR signal to indicate online/offline. DSR on means online, DSR off means offline. DSR is a
physical line signal from RS-232 communication protocol which is used by physical serial port. This signal is controlled by communication
peer. USB does not have that DSR signal, so UFCOM simulates that signal to indicate device online/offline. Applications can use
WaitCommEvent to wait for EV_DSR event, so that DSR's change is known immediately.

Please be aware, EV_DSR event merely notifies DSR state change since last notification, it does not tell you whether DSR is on or off
currently. You need to call GetCommModemStatus to query its real state. Now and example to clarify this. User code calls
WaitCommEvent twice to wait for EV_DSR, and during the course, the following affairs happen in succession:

1. First WaitCommEvent returns due to DSR becomes off.
2. In very short time, DSR becomes on then off again.
3. User calls WaitCommEvent a second time.

Question: Will the second WaitCommEvent report EV_DSR immediately?

The answer is Yes. Reason: since "previous EV_DSR report", DSR has changed at least once, no matter how many times. "previous
EV_DSR report" signifies the time point that WaitCommEvent returns changed-state to caller. In other word, as long as user code calls
GetCommModemStatus(upon receiving EV_DSR report), user code can track DSR's final state correctly.

vcomtest guide: Use vcomtest to open a Friendly lifemode or Persistent lifemode VCOM , press keyboard E to launch a background
thread. This thread calls WaitCommEvent in a cycle. Now, plugging and unplugging a USB device will cause it to generate EV_DSR
events, and you will see those report on vcomtest console.

Press e to stop WaitCommEvent background thread.

In former example, | tell you that GetCommModemStatus may report same EV_DSR value for two consecutive WaitCommEvent return.
This may upset you wondering whether one of them is a fake report. Don't worry, there is another way to asure you online/offline has
really happened. Use UFCOM-specific IOCTL_VCOM_GetDeviceState to query VCOM device state, and the returned info will tell you
the recent time point when the USB is online and offline. By comparing the timestamps, you get the truth.

IOCTL_VCOM_GetDeviceState_ost vcomstate = {};

DWORD retbytes = 0, insize = sizeof(vcomstate);

BOOL b = DeviceIoControl(hCom, IOCTL_VCOM_ GetDeviceState, NULL, O,
&vcomstate, insize, &retbytes, NULL);

// check vcomstate members for details.

vcomtest guide: Use vcomtest to open a VCOM, press i to query current VCOM state.

Now unplug your USB scanner and re-plug in, query with i, you'll see uemsecUsbdLastOnline is behind uemsecUsbdLastOffline.

Modem lines: CT8 on,.DSR on. DCD off . RING off

IOCTL_UCOM_GetDeviceState guery pesult:
-lifemode = Friendlp{i>
-isllshdOnline: yes
-uenseclUshdLastOnline : 2818-81-19_16:11:38.663
astOffline: 2018-81-19 16:11:35.657
stpath: NLS_UBUS“Nls_vcom“huid.@
stpath: USBN\UID_1EAB&FPID_@A501 135456

[{4*Again? ‘R/r’ read. 'W/r' write. More: BO.X.i.P.p.F.f.E.e.C.c.S5.H.7




5.3. Use one-time Temporal feature to get instant USB unplugging notification

Background information: UFCOM's Friendly lifemode for VCOM brings so much convenience for applications and end-users. However,
under some special circumstances, application code(not the end-user) may hope to get instant notification when USB device is
unplugged(i.e. VCOM becomes [offline]). For example, during USB device firmware upgrading, USB device may go through a reboot
process, and during the time frame it is rebooting, VCOM exhibits offline state. So the PC-side firmware upgrading program hopes to
capture this short time frame and take special actions appropriately. There may be two ways to workaround this:

* Method one: Change VCOM's lifemode to Temporal, so that, when USB device is unplugged, the VCOM handle immediately
becomes ineffective and the application code knows it immediately as well, and later read/write on this handle also fails. However,
this requires the end-user to switch VCOM lifemode to Temporal before running firmware upgrade program, and then switch back
to friendly lifemode, quite inconvenient.

¢ Method two: Using WaitCommEvent to wait for EV_DSR's change. The problem is, if you have organize your code in a
WriteFile/ReadFile cycle, the code structure may need significanat update to utilize WaitCommEvent, not convenient as well.

From UFCOM 1.7.3 on, there is a much better way. The application code can send IOCTL_VCOM_OneTimeTemporallLifemode_Enable
control code to VCOM, so the VCOM enters one-time Temporal state. From this time one, as soon as USB device becomes offline, the
corresponding VCOM handle will become ineffective immediately, just like that of a real Temporal lifemode.

The code to enable one-time Temporal feature is:

HANDLE hcom = CreateFile("\\\\.\\COM3", ...);

DWORD retbytes = 0;

BOOL bSucc = DeviceIoControl(hcom, IOCTL_VCOM_OneTimeTemporallifemode_Enable,
NULL, @, // input
NULL, @, // output
&retbytes, NULL);

if(bSucc)
printf("Success.\n");
else

{
DWORD winerr = GetLastError(); // ERROR_INVALID FUNCTION if UFCOM version too old

printf("Fail.\n");

More over, you can send IOCTL_VCOM_OneTimeTemporalLifemode_Disable to disable one-time Temporal, state, send
IOCTL_VCOM_OneTimeTemporalLifemode_Query to query current one-time Temporal state. See coding detail in vcomtest source code.

Some more hints:

¢ The one-time Temporal state is enabled only for current VCOM only. In other word, if you close VCOM handle then re-open it, one-
time Temporal state is automatically reset to disabled.

« |f the USB device has been offline when you send IOCTL_VCOM_OneTimeTemporalLifemode_Enable, the VCOM handle will
become ineffective right now.

* When USB device is re-plug in, its VCOM lifemode remains as usual, that is, a Friendly VCOM is still Friendly. That means, one-
time Temporal never disturbs you when not needed.

One-time Temporal feature also applies on Persistent VCOM lifemode.



vcomtest guide: After vcomtest opens a VCOM,

¢ Press < to execute IOCTL_VCOM_OneTimeTemporalLifemode_Enable
¢ Press > to execute IOCTL_VCOM_OneTimeTemporalLifemode_Disable
¢ Press | to execute IOCTL_VCOM_OneTimeTemporalLifemode_Query

For a Friendly lifemode VCOM , after executing IOCTL_VCOM_OneTimeTemporalLifemode_Enable ,

» Unplug the device, then press r to do ReadFile once, we get ERROR_BAD_COMMAND.

« Call ReadFile first to wait for incoming data(pending read), then unplugging the device will cause pending ReadFile to complete
immediately. The completion result depends on whether we have receive some data. If no a single byte has received, we got
error ERROR_DEVICE_NOT_CONNECTED; but if some data has arrived(at UFCOM Rbuf), ReadFile will complete with
success reporting those received bytes. ReadFile again will report failure — if all bytes have been retrieved.

* A pending WaitCommEvent will also report EV_CTS, EV_DSR and EX_RXCHAR change on device unplugging, calling again
will return failure immediately.

Note: Windows error code on device unplugging can be either ERROR_DEVICE_NOT_CONNECTED
or ERROR_BAD_COMMAND, or some other value. For any unrecognized error value, application code should always consider the
handle ineffective.

5.4. How to determine whether a COM port device is from UFCOM

Two ways.

[ The easy way ] Obtain the VCOM device handle first, then send it IOCTL_VCOM_OneTimeTemporalLifemode_Query(0x16127408). If
DeviceloControl reports success, we consider the VCOM driven by UFCOM.

[ The hard way 1 In this way, we can know the answer before a VCOM handle is obtained. To use this method, you need to use the
SetupDi... functions to enumerate all COM port devices from the system, querying their SPDRP_SERVICE property. If the property value
is NIs_ufcom, it must be a UFCOM VCOM device.

vcomtest guide: Execute vcomtest -1 will enumerate all COM port devices from the system, and print there SPDRP_SERVICE
property value.

c:“\Mindows“\System32 \N1lsUfcom>ucomtest -1
Ucomtest version 1.7.4, compiled on Jan 19 2818 15:22:00
UFCOM kernel version: 1.7.4
<>
Friendly name: Communications Port (COM1i>
Service name : Serial
DeuOpenPath = "“\\?Sacpillpnp@5@1#14{86eAdle@-8P89-11d0Fce4-BBAA3e3IB1F733"
Devinstpath : ACPINPNPASA1NL
<#2>
Friendly name: Communications Port (COMZ>
Service name : Serial
DeuOpenPath : "“\\?NacpillpnpB5@1H#21#{86eAdle@-8P89-11d0Fce4-BBAA3e3IP1E 733"
Devinstpath : ACPI-PNPBSB1-2
<H3>
Friendly name: [onlinel Newland PT858 USB device (COMB>
* Service name : Nls_ufcom
DeuOpenPath : "““\?“nls_whusBnls_vcomfthuid.@#{86eAdie@ 8P89-11d0—Fced-BBAA3IBLL 7T
Devinstpath : MLS_UBUSSNLS_UCOMSHUID.@
HuDevinstpath: USB\UID_1EAB&PID_A561 135456
Total 3 UCOM devices found.
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